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With	Office	365	Message	Encryption,	your	organization	can	send	and	receive	encrypted	email	
messages	between	people	inside	and	outside	your	organization.	Office	365	Message	Encryption	
works	with	Outlook.com,	Yahoo!,	Gmail,	and	other	email	services.	Email	message	encryption	
helps	ensure	that	only	intended	recipients	can	view	message	content.	

This	article	is	part	of	a	larger	series	of	articles	about	Office	365	Message	Encryption.	Use	the	
following	table	to	quickly	find	the	information	you	need.	

	  

Read this article... If you are...  

Learn about protected 
messages in Office 365  

An end user that wants to learn more about how encrypted 
messages work and what options are available to you.  

How do I open a protected 
message?  

An end user that wants to read a protected message that was sent 
to you. This article includes information about reading messages 
in several versions of Outlook and from different email accounts, 
including those outside of Office 365 such as gmail and Yahoo! 
accounts.  

Send, view, and reply to 
encrypted messages in 
Outlook  

An end user that wants to send, view, or reply to an encrypted 
message from Outlook. Even if you're not a member of an Office 
365 organization, you still receive notification of encrypted 
messages sent to you in Outlook. Use this article for instructions 
on how to to view and reply to encrypted messages sent from 
Office 365.  

Send a digitally signed or 
encrypted message  

An end user that wants to send, view, or reply to encrypted 
messages using Outlook for Mac. This article also covers using 
encryption methods other than OME, such as S/MIME.  

View encrypted messages 
on your Android device  

An end user who has received a message encrypted with Office 
365 Message Encryption on your Android device, you can use the 
free OME Viewer app to view the message and send an encrypted 
reply. This article explains how.  



	  

View encrypted messages 
on your iPhone or iPad  

An end user who has received a message encrypted with Office 
365 Message Encryption on your iPhone or iPad, you can use the 
free OME Viewer app to view the message and send an encrypted 
reply. This article explains how.  

Office 365 Message 
Encryption (OME) (this 
article)  

An Office 365 or Exchange Online Protection administrator that 
wants to learn where you can find additional resources.  

Compare versions of 
OME  

An Office 365 or Exchange Online Protection administrator that 
wants to learn the differences between legacy Office 365 Message 
Encryption and the new OME capabilities as well as how they can 
work together.  

Office 365 Message 
Encryption FAQ  

An Office 365 or Exchange Online Protection administrator who 
wants answers to commonly asked questions including licensing 
and a comparison between the new capabilities and legacy OME.  

Set up new Office 365 
Message Encryption 
capabilities  

An Office 365 or Exchange Online Protection administrator who 
wants to learn how to set up the new Office 365 Message 
Encryption capabilities for your Office 365 organization.  

Define mail flow rules to 
encrypt email messages in 
Office 365  

An Office 365 or Exchange Online Protection administrator who 
has already set up Office 365 Message Encryption and you are 
ready to define mail flow rules to automatically encrypt email 
messages sent from your organization.  

Manage Office 365 
Message Encryption  

An Office 365 or Exchange Online Protection administrator who 
has already set up Office 365 Message Encryption and wants to 
configure optional settings for OME.  

Add your organization's 
brand to your encrypted 
messages  

An Office 365 or Exchange Online Protection administrator who 
wants to apply your company branding to customize the look of 
your organization's Office 365 Message Encryption email 
messages and the contents of the OME portal.  

Office 365 Message 
Encryption email 
revocation  

An Office 365 or Exchange Online Protection administrator who 
wants to revoke an email that was encrypted using Office 365 
Message Encryption.  



	  

Office 365 Message 
Encryption in the Message 
Policy and Compliance 
service description  

Looking for a detailed description of the Office 365 Message 
Encryption feature, including supported SKUs, available from 
Office 365.  

Legacy information for 
Office 365 Message 
Encryption  

An Office 365 or Exchange Online Protection administrator who 
has already set up Office 365 Message Encryption and you want 
information about how OME worked before the release of the 
new capabilities. While you cannot set up a new deployment 
using OME without the new capabilities, Microsoft continues to 
support existing deployments.  

  

The	rest	of	this	article	applies	to	the	new	OME	capabilities.	

How	Office	365	Message	Encryption	works	

Office	365	Message	Encryption	is	an	online	service	that's	built	on	Microsoft	Azure	Rights	
Management	(Azure	RMS)	which	is	part	of	Azure	Information	Protection.	Office	365	
administrators	can	define	mail	flow	rules	to	determine	the	conditions	for	encryption.	For	
example,	a	rule	can	require	the	encryption	of	all	messages	addressed	to	a	specific	recipient.	

When	someone	sends	an	email	message	in	Exchange	Online	that	matches	an	encryption	mail	
flow	rule,	the	message	is	encrypted	before	it's	sent.	All	Office	365	end-users	that	use	Outlook	
clients	to	read	mail	receive	native,	first-class	reading	experiences	for	encrypted	and	rights-
protected	mail	even	if	they're	not	in	the	same	organization	as	the	sender.	Supported	Outlook	
clients	include	Outlook	desktop,	Outlook	Mac,	Outlook	mobile	on	iOS	and	Android,	and	Outlook	
on	the	web	(formerly	known	as	Outlook	Web	App).	

Recipients	of	encrypted	messages	who	receive	encrypted	or	rights-protected	mail	sent	to	their	
Outlook.com,	Gmail,	and	Yahoo	accounts	can	easily	authenticate	to	the	OME	portal	using	their	
Microsoft	account,	or	Gmail	or	Yahoo	credentials.	

End-users	that	read	encrypted	or	rights-protected	mail	on	clients	other	than	Outlook	also	use	
the	OME	portal	to	view	encrypted	and	rights-protected	messages	that	they	receive.	

We've	increased	the	size	limits	for	messages	and	attachments	that	you	can	encrypt	using	Office	
365	Message	Encryption.	For	more	information	about	limits,	see	Exchange	Online	Limits.	

Defining	rules	for	Office	365	Message	Encryption	



One	way	to	enable	the	new	capabilities	for	Office	365	Message	Encryption	is	for	Exchange	
Online	and	Exchange	Online	Protection	administrators	to	define	mail	flow	rules.	These	rules	
determine	under	what	conditions	email	messages	should	be	encrypted.	When	an	encryption	
action	is	set	for	a	rule,	any	messages	that	match	the	rule	conditions	are	encrypted	before	
they're	sent.	

Mail	flow	rules	are	flexible,	letting	you	combine	conditions	so	you	can	meet	specific	security	
requirements	in	a	single	rule.	For	example,	you	can	create	a	rule	to	encrypt	all	messages	that	
contain	specified	keywords	and	are	addressed	to	external	recipients.	The	new	capabilities	for	
Office	365	Message	Encryption	also	encrypt	replies	from	recipients	of	encrypted	email.	

For	more	information	about	how	to	create	mail	flow	rules	to	take	advantage	of	the	new	OME	
capabilities,	see	Define	Rules	for	Office	365	Message	Encryption.	

Sending,	viewing,	and	replying	to	encrypted	email	messages	

With	Office	365	Message	Encryption,	users	can	send	encrypted	email	from	Outlook	and	Outlook	
on	the	web.	Additionally,	admins	can	set	up	mail	flow	rules	in	Office	365	to	automatically	
encrypt	emails	based	on	keyword	matching	or	other	conditions.	

Recipients	of	encrypted	messages	who	are	in	Office	365	organizations	will	be	able	to	read	those	
messages	seamlessly	in	any	version	Outlook,	including	Outlook	for	PC,	Outlook	for	Mac,	
Outlook	on	the	web,	Outlook	for	iOS,	and	Outlook	for	Android.	Users	that	receive	encrypted	
messages	on	other	email	clients	can	view	the	messages	in	the	OME	portal.	

For	detailed	guidance	about	how	to	send	and	view	encrypted	messages,	take	a	look	at	these	
articles:	

• How	do	I	open	a	protected	message?	
• Send,	view,	and	reply	to	encrypted	messages	in	Outlook	

Get	started	with	the	new	OME	capabilities	

If	you're	ready	to	get	started	using	the	new	OME	capabilities	within	your	organization,	see	Set	
up	new	Office	365	Message	Encryption	capabilities.	
	


